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Abstract of the contribution:This contribution adds a question in relation to KI1.4 on user plane confidentiality protection between the UE and the network.
1. Introduction
As said in companion contribution S3-170090, KI1.4 deals with UP confidentiality protection and partially overlaps with KI1.15 on the selection of the endpoint. We therefore propose to limit the scope of the question to who is in control of the UP confidentiality protection, which parts are mandatory and whether it can be negotiated. As such, we propose to add the following.
2. Proposal
**** Beginning of change **** 

X.1 Questions and Agreements for security area #1

[…]
X.1.4 Questions and Agreements for Key Issue #1.4

X.1.4.0 Questions in other clauses affecting this key issue

The questions with respect to the selection of a UP security termination point is addressed in the questions on key issue 1.15. Questions related to how the UP confidentiality is displayed to the user (i.e. the ciphering indicator) are addressed in the questions relating to key issues 11.1-11.4.
X.1.4.x Support of UP confidentiality protection in the UE and the Network

X.1.4.x.1 Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support UP confidentiality protection between the UE and the Network. It should also address how the system deals with a situation when an encryption algorithm has been shown to have insufficient strength. The answer should also take into account whether or not the UP confidentiality protection may be negotiated between the UE and the Network in a way that avoids bidding down attacks.
X.1.4.x.2 Interim Agreement

To be added
**** End of Change ****
